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Skanix Illusion 5.10

Before you install

Skanix Illusion 5.10 is possible to install on Windows 2000 and XP.
It will work on both NTFS and FAT32.
Internet Explorer 6.0 is required.

System Restore

This function is not compatible with Skanix Illusion.
It has to be deactivated before you install.
The installation of Skanix Illusion will fix this.

Password at delivery

Skanix Illuison has the password ILLUSION (capital letters) when it is delivered.
You can change this in the control panel application (GUI) or by using the Skanix Network Suite.
It is NOT possible to change the password in the evaluation version.

Password change if you are updating from an older version

Install Skanix Illusion first and then change the password if needed.

You’ll have to change the password if you are using nonsupported characters (look in Appendix B).
If you are using the Skanix Network Suite, the Illusion password shall be changed from the Network
Manager.

Working with Antivirus Software together with

Skanix Illusion.

Look on our webpage www.skanix.com for a document named virusinfo.pdf.

This document will give you the latest information on how to configure Skanix Illusion together
with various Antivirus Software.

The General idea is to have all exe-files as open programs. No open folders is needed.

The orignal registry will be updated in win2000/XP.
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Manual installation

You’ll have to be logged on as an administrator in Windows 2000/XP.
It is possible to copy the files to a harddrive and start the installation from there.

Operating system

The installation will discover by itself on what operation system it is to be installed on.

System Restore

The installation will discover if you have System Restore activated.

Product ID

Skanix Illusion needs a Product ID in order to be installed.
This ID is in a file in the same folder as the installationprogram.
It is read automatically during the installation.

Skanix Illusion v5.03

Customer Information

Fleaze enter your information.

Flease enter your name, the name of the company for which you work, and the
praduct 1D

User Mamne:

|Skani:-: |

Compary Mame:

|N0rwa_l,l |

Product 1D:
|1'I'|1-1'I1'|-'I111-1111-1111-1111-1111 |

< Back l[ st > J[ Cancel ]

Click on Next to continue.

Installation Folder

Choose another destination folder or accept the suggested.
Click on Next to continue.
Then click on Install to start copying files.
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Reboot

Click on Finish to end the installation and reboot the computer.
It is necessary to logon before Skanix Illusion is able to finalize the installation.

Before you activate Skanix Illusion

U Close all open windows.

U Empty the recycle bin.

U Delete all cache files.

U Delete all tmp-files.

U Delete all temporary internet-files.

Or your open windows will always be opened when you restart your computer and your cache-files
will come back.
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Unattended (silent) installation

At the workstation

First time installation
”Filename” /s will install Skanix Illusion without any questions.

Update

This will only work from versions 4.x.

The computer will restart during the installation, and you’ll have to logon in order to finish the
installation.

Remote

To do a remote update / installation you’ll have to install Skanix Network Client first.
Use the "Run” command in the Skanix Network Manager to update / install Skanix Illusion.

First time installation

“Filename” /s /epid”’Product ID” /epn”Name” /epc”’Company” will install

Skanix Illusion without any questions.

If you have the Product ID file in the same folder as the installationprogram for Skanix Illusion, then
you can leave out /epid”’Product ID”.

You’ll have to add Name and Company, otherwise it will not work.

Update

This will only work from versions 4.x.

The computer will restart during the installation, and you’ll have to logon in order to finish the in-
stallation.

The logon is possible to perform from the Skanix Network Manager.

System Restore
System Restore will automatically be inactivated during the installation.
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How does Skanix lllusion work

Skanix Illusion is created to:

U Give you the ability as a normal user to do whatever you like, without tampering the system
- a transparent protection.
U To offer a file protection. It is not possible to destroy files in the protected area.

Changes that shall stay after a restart

You’ll have to stop Skanix Illusion if you want to install a program and keep it.
Stop Illusion - Install - Start Illusion.
If you want to keep anything in the protected area after a restart, you’ll have to stop Illusion first.

Files

Use the possibility to have exceptions in Skanix Illusion, if you want to create files and use them
after a restart.

Registry Files
Skanix Illusion protects the Registry as a file. The Registry is restored each time you restart your
computer. Exceptions for the registry is possible to have in 2000/XP but not in win98/ME.

Trayicon
The Skanix Illuison Trayicon has two different status.

Activated

Not activated

Start (activate) Skanix Illuison

You start Skanix Illusion from the GUI or from the menu of the trayicon. The GUI is started from
the Trayicon or from the Start Menu.

Stop (inactivate) Skanix Illusion

You stop Skanix Illusion from the GUI or from the menu of the trayicon.
The Illusion password is needed to stop Skanix Illusion.

Skanix Illusion properties
It is possible to open the properties when Illusion is stopped.
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Skanix lllusion properties (GUI)

You get full access to the properties when Skanix Illusion is inactivated.

7% Skanix lllusion =Jo

= volumes | s Exceptions || = Settings || (i ] About|

Select which Fixed drives Skanix Ilusion should protect,

Unprotected volumes Protected volumes

= (System Yolume)

The volumes will be Fully protected from changes by Illusion. To open certain directories,
files or programs, please click the Exceptions tab and insert them from there.

Ll gl Ok ] [ Apply ] [ Undo changes ] [ Cancel

Activate Inactivate

Volumes Tab

It is only possible to protect local volumes.

Mark unprotected volumes to the left and move them with the arrow over to the protected drives.
Note!

The C volume is always protected, otherwise Illusion will not work.
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Exceptions Tab
72 Skanix Illusion R[]
=3 volumes | ¥ Exceptions | o Settings | @ about|
File exceptions:
D WMDY S\ systemwslit mdb
Files CAWINDOW S syskemiiaspf.mdb

C:Program FilesiSkanix Skanix Metwork Clientilog. bxt
CHWIMDOW S systemdstsched. xml

Directories

et

Programs
Please type the Full file path of the file vou want to exclude From
protection and click the add button, Use the browse button ko help
P locating the file.,
Registry keys _I

il gl ik ] [ Apply ] [ Undao changes ] [ Cancel

Activate Inactivate

Common conditions for exceptions

It is possible to have four different exceptions.

U Files

U Folders

O Programs

U Registry keys
An exception means that something will be saved to the originally file/folder/registry.
There can be a combination of exceptions.

Basic principles
U The exception shall only be entered once.
U It is not possible to have a different exception in a subfolder, since all exceptions applied to a
motherfolder is inherited downwards.
U Please remember that "My Documents’ in 2000/XP is a different folder for each user.
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Exceptions / Files

7 Skanix lllusion =)o
= Wolumes | & Exceptions ||7,%' Settings " (i ] Abuutl

D File exceptions:
CHwWIND W S systermiwslic, mdb

Files CHWIND OW S systemiiaspf.mdb
C:\Program Files\\Skanix\Skanix Metwork Clientlog.bxt
) CAWINDOWS systemidstsched. xml
9
Directaries

ol

Programs

Please type the full file path of the file you want to exclude From
protection and click the add butkan. Use the browse button to help
By locating the file,

Reqistry kevs _I

LI gl Ok ] [ Apply ] [ Undo changes ] [ Cancel

Activate  Inactivate

Click on Files in the left window.
The information window will show all current exceptions.

Add a file exception

It is only possible to add one file at a time.
1. Write the name in dialoque window under the information window.
2. Browse to the file.
* Click on the three dots to the right of the window.
* Browse to the file and click on open when you’re done.

* The selected file will now show up in the dialogue window.
* Click on Add.

Edit a file exception

To edit an exception, just dubbleclick on it.

Remove a file exception

Mark the files in the information window and click on Remove.

Save/Undo your changes

Click on Apply to save your changes without leaving the GUI.
Click on OK to save your changes and leave the GUI.
Click on Undo Changes and all changes not saved will be gone.
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Exceptions / Directories

7% Skanix Illusion ==
=3 volumes | # Exceptions | o settings | @3 about |

B Dir exceptions:
C:\Documents and Settings|BengtiMy Documents
Files

Directories

%

Extensions
Programs

Select Include to only permit the added file extensions and Exclude to
not permit the added file extensions to be saved into the selected

@
@? directory.
Registry keys @ Maone +
O Include
(O Exclude

Please type the full directory path ko exclude it From protection or use
the browse buttan,

Add Remove Rermove &l

Ll %I ik ] [ Apply ] [ Undao changes ] [ Cancel

Ackivate  Inackivate

Click on Directories in the left window.
The information window will show all current exceptions.

Add a directory exception

It is only possible to add one directory at a time.
1. Write the name in dialogue window.
2. Browse to the directory.
* Click on the three dots to the right of the window.
* Browse to the directory and click on OK when you’re done.

Edit a directory exception
To edit an exception, just dubbleclick on it.

Remove a directory

Mark a directory in the information window and click on Remove or click on Remove All if you like
to remove all directories.
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Add an extension

7 Skanix lllusion =Jo/Ed
=3 volumes | F Exeeptions | o settings | @) about |

B Dir exceptions:
CiDocuments and SettingsiBengtify Documents
Files

&

Direckories

%

Extensions
Programs

Select Include to only permit the added file extensions and Exclude to

b nok permit the added file extensions to be saved into the selecked
Q directory,
Registry keys O ane * exe| * . com
O Include
& Exclude E]

Please type the Full directory path to exclude it From prokection or use
the browse button,

2

Add [ Remove ] [Remo\-’eall ]

Ll %l Ok ] [ Apply ] [ Undo changes ] [ Cancel ]

Activate  Inactivate

Extensions

You can add an extension to an open folder. These extensions are file-suffixes.
EXE, COM, BAT, JPG, XLS...

Include
To include an extension means that ONLY files with included extensions will stay.

Exclude

To exclude an extension means that files with excluded extenisons will go away.

Note!
The files will go away when you restart your computer.

Add/Remove an extension

Mark a directory and choose if it is an include or an exclude extension. Write the extension in the
box. (*.com ; *.exe) Don’t forget *. Click on the + sign to add. You’ll remove an extension by mar-
king it in the right window and then click on the - sign.

Save / Undo your changes

Click on Apply to save your changes without leaving the GUI.
Click on OK to save your changes and leave the GUI.
Click on Undo Changes and all changes not saved will be gone.
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Exceptions / Programs

7% Skanix lllusion =
= volumes | ¥ Exceptions | o Settings | @ about |
B Program exceptions:
CriMormaniBiniZanda.exe
CHiMormaniBintHiu.exe
CiyMormaniNYCiBiniZanda, exe

Please enter a program that can do changes to the computer by sither
selecting Fram the Shaw running pros brawse buttaon,

arams lisk, using the bre
P or byping the Full program path manually. Only .EXE and .COM files are

g’ supported.
egistr s

TTRET

Activate Inactivate

Click on Programs in the left window. The information window will show all current exceptions

What does an open program do?

2000/XP
It saves information to the orginally files. Information is also saved in the orginally registry files.

Add a program in the exception list

Show running programs

All programs/processes that are currently running are shown in a window.

Mark the program you like to add and click on Add.

Browse

Click on the Browse button if you like to add a file from the filessystem.

Write the path

You can also write the full path in the dialogue window. Click on Add when your done.
Note

An open progran cannot read information in the Illusion cachefolder, as it will always look on the
original file / registry.

Save/Undo your changes

Click on Apply to save your changes without leaving the GUI.
Click on OK to save your changes and leave the GUI.
Click on Undo Changes and all changes not saved will be gone.

Page 14 of (25)



Skanix Illusion 5.10

Exceptions / Registry Keys

7% Skanix Illusion (=
= valumes | # Exceptions | & settings | @) about|

B Reqgistry exceptions:
HKEY _LOCAL_MACHIMEVSOF TWARE! Skanix
Files

Directories

@

Programs

Please type the Full registry key path and click the add bukton or click
brovese to find whatever key you want to leave opened by Skanix
P Tlusion,

B

Registry keys

Add Remove Remove all

LI gl Ok ] [ Apply ] [ Undo changes ] [ Cancel

Activate Inactivate

Click on Registry Keys in the left window.
The information window will show all current exceptions

What’s the use of it

If you have registry values that are critical for your system, and they are updated by a process/pro-
gram on daily/weekly/monthly basis, it could be necessary to create an open key.

Note!

If you know the program that do the registry change, then you should set this as an open program
instead. Open programs in 2000/XP will update the orginal registry files.

Open programs is the normal way to work with Antivirus programs.
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Add a registry key exception
It is only possible to add one exception at a time.
It is only possible to add a registry key that exist.
1. Write the complete path to the registry key in dialoque window
under the information window.
2. Browse to the key.
* Click on the three dots to the right of the window.
* Browse to the key and click on Add to exceptions’ when you’re done.

Remove a key exception

Mark the keys in the information window and click on Remove.

Save your changes

Click on Apply to save your changes without leaving the GUI.
Click on OK to save your changes and leave the GUI.
Click on Undo Changes and all changes not saved will be gone.
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Settings /Password

72 Skanix Illusion (=

| = volumes || # Exceptions | & Settings | @) about|

Password settings
% Enter the old password:

Password Enter the new password:
E [1 Repeat the new password:
e Set password
Auko Restore
Please consider that the password is case-sensitive in Skanix Ilusion,
_‘_,4‘:- Flease be aware that the new password can anly contain the characters
3 a..z, &..Z, 0.9 and the symbols l@#$26%0)-_+=(7.,'<="}: This is the

case because the Ilusion book menu does not have international
keyboard support, and US keyboard layout is used, Please look in the
manual for Further information,

Boot Menu

M @ Ok ] [ Apply ] [ Undo changes ] [ Cancel

Activate  Inactivate

Password at delivery
The password at delivery is ILLUSION (capital letters)

Change it!

It is necessary to change it! The password is directly saved when you click on Set Password.

Characters to use

It is only possible to use
abcdefghijklmnopqrstuvwxyz
ABCDEFGHIJKLMNOPQRSTUVWX YZ
0123456789
|@#S%&*()- +=/2.,<>"\";: .
This is because these are the only availible signs for a keyboard in the bootmenu.
See Appendix B.
NOTE!
If you have an older version of Skanix Illusion installed, you have to change the password after you
updated BUT before you activate Skanix Illusion. Please use the Network Manager to change the
password when you are using the Network Suite

Network Suite

If you are using the Skanix Network Suite too, you should use that to change the password, other-
wise it is not correctly saved in the configuration file.

Page 17 of (25)



Skanix Illusion 5.10

Settings /Autorestore

7% Skanix Illusion =Jo

= Volumes | i Exceptions| & Settings |0 About

g Auko Restore setkings

.\'—\uto Reskore on
Password

e

Auto Restore

i

Book Menu

Ol ] [ Apply ] [ Undo changes ] [ Cancel

8|

Activate Inactivate

Activated

When activated it will restore the computer every time you restart the computer.
You should use this option in a schoolnetwork.

Not activated

All information in the cache will stay.
This function will slow down your computer because of all checks.

Restore Now
If autorestore is not activated, you can restore the computer by clicking on Restore Now.

Save your changes

Click on Apply to save your changes without leaving the GUI.
Click on OK to save your changes and leave the GUI.
Click on Undo Changes and all changes not saved will be gone.
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Settings / Bootmenu

# Skanix Illusion =
| = Yolumes ” e Exceptions | & Settings | o Ahnutl
% EBoot Menu sektings
]
password Enable book menu
Enter the boot menu delay in seconds:
=2,
Auto Restore
Book Menu
ik ] [ Apply ] [ Unda changes ] [ Cancel
Activate Inactivabe

Special bootscreen at startup

Enabling the bootmenu will show a special screen at startup.
The time it will stay is decided by the value in seconds.
Default value after installation is set to two seconds.

Known limitations
It is not possible to interrupt the startup if you have an usb-keyboard.
Only PS/2 keyboards can be used.

Save your changes

Click on Apply to save your changes without leaving the GUI.
Click on OK to save your changes and leave the GUI.

Click on Undo Changes and all changes not saved will be gone.
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About

#% Skanix Illusion

| = volumes || V& Exceptions || .:f' Setkings | © about |

About Skanix Hosion

Skaniz Ilusion for Windows
Wersion: S5.03

Copyright 1994-2005 Skanix A5, All rights reserved, For updates,
questions and product information, please visit

hitbpe { v, skani, com

Wersion info

Ok ] [ Apply ] [ Undao changes ] [

8|

Cancel

]

Activate Inactivate

Just for information.
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Appendix A

Using Symantec Ghost together with Skanix Illusion
Background

Symantec Ghost has a possibility to an advanced deployment of an image created on a master com-
puter. This computer is built up with all software including Skanix Illusion that is not started.
When the image from the master computer is deployed to a workstation, it hangs when Skanix I1-
lusion is started.

This is the problem

The image is created on a master computer that has the c-drive as volume 1.
The recieving workstations have an extra volume.

This volume is created by Symantec Ghost.

This means that the c-drive is volume 2.

How to solve it

See to it that the master computer and the recieving computer has the same volume setup.
This will solve the problem.
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Appendix B

Creating password for Skanix Illusion

When creating a password for Illusion, it is only possible to use the basic characters of the american
keyboard with or without using shift, due to limitations when using the bootmenu.

Supported signs

abcdefghijklmnopqrstuvwxyz
ABCDEFGHIJKLMNOPQRSTUVWX YZ
0123456789

l@#$%&*()-_+=/2.,<>"\"

Keyboard layout when using the bootmenu

S N 0 A A I A
= | ﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂlr—

It is the American keyboard layout that is used together with the bootmenu, since no keyboard
drivers are loaded.
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Appendix C

Skanix Illusion utility - SICTL.EXE

This is a commandline utility.

Use SICTL like this:

Q sictl
Will give you the current status for Skanix Illusion.
Q sictl query
Same as just sictl.
Q sictl /?
Give you the parameters for sictl.
Q sictl start
Skanix Illusion will start after a reboot. This reboot is not initiated by the command.
U sictl stop [password]
Skanix Illusion will stop after a reboot. This reboot is not initiated by the command.
You’ll need the password for Skanix Illusion.
sictl restore [password]
Skanix Illusion will restore the system after a reboot. This reboot is not initiated by the
command. You’ll need the password for Skanix Illusion.
sictl chpass
Change password. Old and new password is given after a question from the utility.
sictl ver
Give you the version information.
sictl reboot
The computer is immediately rebooted.
sictl export <filename.xml>
Will export all illusion settings into a xml-file.

U

o O O O
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Appendix D

Skanix Illusion utility - SICHECK.EXE

This is a commandline utility.

Use SICHECK like this:

The purpose of the application is to check if Skanix Illusion is activated or not.

When run, it displays the string INACTIVE” or ACTIVE” on the first line and the version number
on the second line.

The information can be redirected to a file instead.

SICHECK >status.txt will save the screen information into the file status.txt instead.

The ERRORLEVEL value when SICTRL has been run, is 0 for INACTIVE and 1 for ACTIVE.
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Appendix E

Revision History

Skanix Illusion 5.03 compared to 5.02

Q

Q

Driver

- Driver is tuned for better performance handling registry access.

- Fixed errors sometimes occuring during logon and loading profile from server.

- Fixed possible problem logging on as a new user created with active Illusion.

- Fixed error renaming directories from Windows Explorer.

- Fixed an issue where a modified EXE file might be launched as on open process.
GUI

- Fix occational GUI crashes when pressing OK to Apply.

- Added Undo feature.

- Now possible to Edit exceptions in the list, by double clicking.

General

- Fixed so System Restore can now be enabled after Skanix Illusion is uninstalled.

Skanix Illusion 5.10 compared to 5.03

Q

Q

Q

Installation
- Support for Win98/ME is removed.
Driver
- Certain files with short names (8.3) was not cached correctly.
- Bluescreen with IRQL NOT LESS OR EQUAL, code 0x0A could appear
when using USB memory sticks.
- User rights and ownership for files and directories was not always cached correctly.
- Sophos Antivirus could not read information correctly from the registry.
GUI
- Crashed sometimes on exeting status screen if [llusion was active.
- Hanged sometimes while an exception was selected and the browse button was pressed.
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